A distributed framework for detecting selfish nodes in MANET using Record- and Trust-Based Detection (RTBD) technique by unknown
Subramaniyan et al. EURASIP Journal on Wireless Communications and Networking 2014, 2014:205
http://jwcn.eurasipjournals.com/content/2014/1/205RESEARCH Open AccessA distributed framework for detecting selfish
nodes in MANET using Record- and Trust-Based
Detection (RTBD) technique
Senthilkumar Subramaniyan1*, William Johnson2 and Karthikeyan Subramaniyan3Abstract
A mobile ad hoc network (MANET) is a self-organized system comprised by multiple mobile wireless nodes. The node
misbehavior due to selfish reasons can significantly diminish the performance of MANET. A selfish node attempts to
use the resources only for its own purpose and it hesitates to share the resources with their neighbors. So, it is very
important to detect the selfish nodes to improve the performance of MANET. Initially, an architectural model of a
MANET is constructed and the communication between the mobile is originated. The packet drop can happen in
MANET due to the selfish node or network congestion. In this paper, a Record- and Trust-Based Detection (RTBD)
technique is proposed to detect the selfish nodes efficiently in MANET. The main reason for using trust in this analysis
is to accelerate the detection of misbehaving nodes. This study has been carried out in order to analyze the detection
of selfish nodes on essential network functions such as routing and packet dropping. The results show that the
proposed selfish node detection method is very efficient, since the detection time of selfish nodes is diminished and
the overall overhead is very low. The simulation study demonstrates that the proposed RTBD method enhances the
selfish node detection ratio, packet delivery ratio (PDR), and average packet drop ratio.
Keywords: Mobile ad hoc network (MANET); Selfish node; Record- and Trust-Based Detection (RTBD); Route discovery;
Route request (RREQ); Packet delivery ratio (PDR)1 Introduction
Mobile ad hoc network (MANET) is a wireless network
among mobile devices. It is a self-configuring system
of mobile nodes connected by wireless links, which
contains a network area with nodes. This network is
relatively a new communication paradigm, which contains
a group of mobile devices communicating through a
wireless medium. A major problem in MANETs is
the frequent occurrence of network divisions due to
the unlimited movement of the mobile nodes in the
network. This results in some data getting inaccessible to
some of the nodes. Thus, data accessibility needs to be
considered carefully in MANET [1]. Each mobile node in
MANET requires the help of other nodes to forward the
packets. The nodes are expected to wait for a pre-defined
time interval between successive transmissions. But a* Correspondence: senthilkumarphd2013@gmail.com
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reproduction in any medium, provided the origmobile node may misbehave due to network congestion
and selfishness. Node misbehavior due to selfish or
malicious reasons or faulty nodes can significantly reduce
the performance of MANETs.
Node misbehavior means deviation from the original
routing and forwarding. The source node can relay
packets to the destination node through other nodes in
MANET. The selfish nodes [2] do not participate in the
routing process, which intentionally delay and drop the
packet. These misbehaviors of the selfish nodes will impact
the efficiency, reliability, and the fairness. A selfish node
does not perform the process related to packet forwarding
function for data packets unrelated to itself. The selfish
node utilizes its limited resources only for its own purpose
because of the energy and storage constraints for each node
in the MANET. It aims to save its resources to the
maximum, so this type of misbehaving node discards
all incoming packets except those which are destined to it.
The selfish nodes neglect to share their resources, such as
battery power, CPU time, and memory space to otherThis is an Open Access article distributed under the terms of the Creative
mmons.org/licenses/by/4.0), which permits unrestricted use, distribution, and
inal work is properly credited.
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link/MAC layer, which is decisive, specifically when the
mobile nodes possess small residual power.
The features of the selfish nodes are as follows:
 Non-participation in routing
 No transmission or reply to HELLO messages
 Intentional postponement of route request (RREQ)
packets
 Data packet dropping
Managing trust [3] in a distributed MANET is a
challenging and critical task to achieving mission and
system goals such as reliability, scalability, availability,
and reconfigurability. Trust management contributes a
unified approach for interpreting and specifying security
policies, credentials, and relationships. It involves [4] trust
establishment, trust revocation, and trust update in
MANET. The trustworthiness is evaluated using the trust
information or evidence, which is difficult due to changes
in topology induced by node mobility or node failure. In
this MANET framework, the nodes are connected to the
network, which are monitored by a server agent, and the
MANET architecture is shown in Figure 1. It manages
the details of the mobile nodes in a network like
 Behavior of the node
 Speed of the node
 Direction of the node
 Position of the nodeFigure 1 Basic MANET architecture.The main objective of the proposed work is to detect
the selfish node in MANET using the Record- and
Trust-Based Detection (RTBD) technique. The proposed
method consists of a packet dropping detection scheme
and a selfish node mitigation scheme. The selfish node is
required to generate a trust report during each neigh-
bor, which reports its previous communication reports
to the neighboring node. Based on that report, the
neighboring node detects if the selfish node has
dropped packets. The neighboring node gathers the
trust report to detect misreporting and then it finds out
which node has dropped packets. A selfish node may
report a false record to hide the dropping from being
detected.
The remaining part of the paper is organized as
follows: Section 2 involves the works related to existing
solutions for handling and detecting the selfish nodes
in MANET. Section 3 involves the description of the
RTBD method - selfish node detection based on trust
reports and packet drop rates. Section 4 involves the
performance evaluation and comparison of selfish
node detection based on trust reports and packet drop
rates and existing techniques based on trust. Section 5
concludes the paper and identifies the future research
directions.
2 Related work
This section deals with the existing solutions for hand-
ling and detecting the nodal misbehavior in MANET.
Singh et al. [5] implemented a security-based algorithmic
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effective approach was proposed to optimize the packet
loss frequency. Hernandez et al. [6] introduced a fast
model to evaluate the selfish node detection in MANET
using a watchdog approach. They estimated the time of
detection and the overhead of collaborative watchdog
approach for detecting one selfish node. Manoj et al.
[7] introduced a novel trust-based certificate authority
concept to transmit data packets through trusted
nodes and insulates malicious nodes in MANET. The
suggested trust management scheme provides low
battery power consumption and packet integrity
aspect in addition to direct and indirect trust values.
Jawhar et al. suggested a reliable routing protocol for
enhanced reliability and security of communication in
the MANET and sensor networks [8]. In this paper,
the reliability and security were achieved by the main-
tenance of a reliability factor by the nodes. Rodriguez
and Gozalvez [9] recommended a reputation-based
selfishness prevention technique for MANET. Disparate
reputation-based protocols were proposed in this paper to
observe the correct relaying of packets and to compile
information about potential selfish nodes.
Afghah et al. [10] suggested a unique game theoret-
ical method to model packet forwarding in relay net-
works. In this paper, a stationary Markovian model
was utilized to optimize the system performance in
terms of throughput, delay, and power consumption
cost. Hernandez et al. [11] endorsed a collaborative
watchdog approach to improve the selfish node detection
in MANETs. They introduced an analytical method to
evaluate the selfish node detection time and the cost of
the collaborative approach. Padiya et al. suggested an
innovated technique to detect selfish nodes in MANET
[12]. The authors discussed three techniques to detect
selfish nodes in MANET, namely reputation-based
technique, credit-based technique, and acknowledgement-
based technique. It was beneficial only for a node not to
send the alarm message to avoid the risk. Roy and Chaki
[13] designed a new intrusion detection system (IDS)
based on mobile agents. The intent of this analysis
was to address the limitations of IDS systems by taking
advantage of the mobile agent system. Koshti and Kamoji
[14] described two techniques, namely reputation-based
system and credit-based system, for detecting selfish
nodes in MANET. In this study, the 2ack scheme was
used to detect and mitigate the effect of misbehaving
nodes in MANET.
Patil and Kallimath [15] implemented a cross-layer
approach for detecting selfish nodes in MANET. The
main aim of this paper was to enhance the routing in
MANET by using on-demand routing protocols such as
ad hoc on-demand distance vector (AODV) routing proto-
col. Kurkure and Chaudhari [16] illustrated a comparativeanalysis of the selfish node detection methods based
on detection time and message overhead. In this
paper, a collaborative watchdog method was used to
identify the selfish nodes and diminish the detection
time and message overhead. Nandhini et al. [17] imple-
mented an effective ant-based routing algorithm to dimin-
ish the overhead in a mobile network. The authors
proposed a novel approach based on an ant colony
algorithm to enhance the efficiency and to diminish
the overhead. Ciobanu et al. [18] suggested an incen-
tive mechanism for detecting selfish nodes in opportunis-
tic networks. The aim of this approach was to diminish
the issues of having selfish nodes in an opportunistic
network.
Sahu and Sinha [19] suggested a cooperative approach
for understanding the behavior of IDS in MANETs. In
this paper, they described about various attacks and
techniques used for intrusion detection which were
proposed to provide high performance. Goyal and
Singh [20] recommended an improved inverted table
approach to detect selfish nodes in MANET. In this paper,
a multi-dimensional trust management architecture was
proposed to evaluate the trustworthiness of nodes in
MANETs. Patel et al. [21] used an AODV protocol
for trust-based routing in ad hoc networks. Ad hoc
networks have limited physical security, less infrastructure,
restricted power supply, mobility network, and changing
network topology. Bao et al. [22] proposed a highly scalable
cluster-based hierarchical trust management protocol
for wireless sensor networks (WSNs). In this paper, they
analyzed and evaluated the existing trust management
schemes in MANETs. Cho et al. [23] developed and
analyzed a trust management protocol for mission
group communication systems in MANET. The goal
of this study was to identify optimal design settings
through the evaluation of mathematical models developed
using a quantitative modeling technique. Velloso et al. sug-
gested a human-based model, which built a relationship
between nodes in an ad hoc network [24]. They
present a flexible trust model in ad hoc networks based on
the concept of human trust.
In this paper, the proposed record- and trust-based
selfish node detection in MANET was compared with
existing systems such as 2ack scheme, credit-based
system, reputation-based system, or acknowledgement-
based system. Boopathi et al. [25] suggested a random
2ack scheme to detect the selfish nodes in MANETs.
The 2ack scheme was a network layer technique to
detect selfishness and to mitigate their effects. Due to
the dynamic change in topology, finding the route
was very difficult, which was the drawback of this paper.
Demestiches et al. [26] identified and addressed the main
problem of service configuration and distribution in a
composite radio environment (SCD-CRE). Atlasis et al.
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equivalent bandwidth approximations in order to diminish
the percentage of overestimation. In this paper, a prevent-
ive congestion control mechanism and a call admission
control (CAC) problem were examined.
The existing approaches, tries to give a motivation
for participating in the network function. The major
weakness of those techniques was the demand for
trusted hardware to secure the currency. In order to
overcome these drawbacks, a RTBD method is proposed
in this paper.3 Proposed method
The main intent of this analysis is to handle and detect
selfish nodes in MANET using the RTBD technique. In
this paper, the trustworthiness of a node is evaluated
based on their behavior. The basic idea is to build a trust
model that provides a mechanism to evaluate the trust
of its neighbors. The proposed trust scheme contains a
powerful tool for the detection of unexpected node
behaviors. Once the selfish nodes are detected, their
neighbors can use this information to avoid cooperating
with them, either for data forwarding, data aggregation, or
any other cooperative function. Figure 2 shows the overall
proposed system of the RTBD technique.3.1 Route discovery
Route discovery allows any node in a MANET to dy-
namically discover a route to any node in MANET. The
initial step of route discovery is to create the number of
nodes with the indicated position. By sending the RREQ
packet, the route is discovered between the source node
and the destination node. A node initiating a route dis-
covery broadcasts a RREQ message, which may be re-
ceived by those nodes within wireless transmission
range. If the route discovery is successful, the initiating
node receives a route reply message listing a sequence of
network hops.3.2 Selfish node detection
The MANET is modeled and the nodes in the network
are deployed according to the architectural model.
Numerous nodes will be participating in the MANET
for forwarding and transmitting the data packets between
the source and destination. All the nodes in MANET
perform the routing function as mandatory and they must
forward traffic, which other nodes sent to it. Among all the
nodes, some of the nodes will behave selfishly; these types
of nodes are called selfish nodes. Any node in MANET
may act selfishly, which means using its limited resources
only for its own profit, since each node in a network
has the resource constraints such as storage and bat-
tery limitations. This type of nodes likes to enjoy the
profits provided by the resources of other nodes in
the network. But it should not make its own resource
accessible to others. These nodes intent to get the
greatest benefits from the network while trying to
preserve their own resources. The behaviors of the
selfish nodes are shown below:
 Do not forward RREQ messages. This type of nodes
does not forward the RREQ messages in MANET. It
drops these packets to avoid being the route
member for others.
 Do not forward data messages. This kind of selfish
nodes will forward the messages, but it will not relay
data messages and drop them. This misbehavior will
impact the performance of MANET.
 Delayed forwarding RREQ messages. This kind of
selfish nodes forwards the messages with a delay
near the upper limit of timeout.
 Do not forward RREP messages. If this kind of selfish
node exists in MANET, it will drop all RREP
messages received by these nodes.
Existing explorations on selfish behaviors in a MANET
mainly concentrates on network concerns. The main object-
ive of this analysis is to enhance the performance of
Figure 2 Overall flow of the proposed Record- and Trust-Based Detection (RTBD) technique.
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using RTBD technique. In this paper, the problem of
selfishness is addressed by using record-based trust
mechanism.
3.3 Record- and Trust-Based Detection technique
In this framework, every node maintains a global
trust state for all selfishly behaving nodes in the net-
work. The trust state is maintained in the form of a
trust table. A trust table contains two fields, namely
n-id (node id) and t-val (trust value). When a node
receives a new trust certificate, the trust state of a
node is updated. The certificate is evaluated by verify-
ing the response from every neighbour in the group.
The impact of trust certificate in the final trust value
of a suspected node depends on the trust state of the
node. For updating the trust value of a node, the following
function is used as shown in (1):
1−Tnewð Þ ¼ a 1−Toldð Þ þ b 1−Tcð Þ−F ð1Þ
where a and b represent the weightage corresponding
to the old trust and new trust values of the node. F
is the trust replenishment factor over time. B dependson three factors a1, a2, and a3. The parameter b can
be expressed in (2):
b ¼ a1  a2  a3 ð2Þ







where Wi and Ti depicts the weightage and trust value,
respectively, belonging to the majority group of the
neighbors of the accused node. Wn is a factor that
depends on the size of the network. a2 represents the
weightage given to the new trust value, and the value
of a3 is obtained using (4):
a3 ¼ 1 if k ¼ 11 if k > 1

ð4Þ
In this paper, the number of packets sent to the
misbehaving nodes is reduced to mitigate the routing
misbehavior. The following table shows the algorithm
for detecting selfish nodes in MANET using RTBD
technique.
Table 1 Trust value calculation parameters
Type RREQ RREP Data
Success Qrs Qps Qds
Failure Qrf Qpf Qdf
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due to high load. The selfish node is verified for the data
packet drop. Then, the selfish node is checked for false
reporting; when the node misreports the data, it is block
listed. These processes repeat for all the mobile nodes in
MANET, thus obtaining the set of selfish nodes from the
selfish nodes in the network. The packet transmission and
the block list will decide whether the packet is available or
not. All the aforementioned processes are repeated for the
transfer of all packets. The packets are transmitted one by
one at each iteration step until there is no packet available
for further transmission. Each trust node receives the trust
reports for each data packet transfer. The records are
signed for further authentication and protection. These
processes will enable the detection of the selfish nodes in
the MANET (Table 1).
Qrs is defined as the query request success rate, which
is calculated based on the number of neighboring nodes
who have successfully received RREQ from the source.
Qrf is defined as the query request failure rate, which iscalculated based on the number of neighboring nodes
who have not received RREQ. Qps represents the query
reply success rate, which is calculated based on the
successful replies received by the source. Qpf describes
the query reply failure, which is calculated based on
the number of neighboring nodes, who have not sent
the replies. Qds defined as the data success rate, which is
calculated based on successfully transmitted data. Qdf
determines the data failure rate based on the data, which





Table 2 Simulation setup parameters
Simulation parameter Value
Simulator NS-2 (v.2.34)
Simulation area 100 × 100 m
Number of nodes (x) 40
Transmitter range 250 m
Bandwidth 2.4 GHz
Packet size 512 bytes
Buffer length (MSa) 50 bytes
Traffic type Constant bit rate (CBR)
Simulation time 50 s
Receiver energy (Rx) 28.1838 mJ
Transmitter energy (Tx) 28.1838 mJ
Initial energy (Ei) 500 mJ









where Qreq, Qres, and Qdata are intermediate values, which
are used to calculate the node’' request rate, response rate,
and data transmission rate, respectively.
TV ¼ T RREQð Þ  Qreq þ T RREPð Þ  Qres
þ T DATAð Þ  Qdata ð9ÞFigure 3 Difference between the normal nodes and the verified blockwhere TV represents the trust level value and T(RREQ), T
(RRES), and T(DATA) are time factorial for route request,
route response, and data sent by the node, respectively.
4 Performance analysis
This section presents the results of the proposed method,
namely RTBD technique. The proposed method has been
implemented in the Network Simulator (NS2) version 2.34,
and the performance of the proposed RTBD technique is
compared with the existing selfish node detection, namely
self-centered friendship (SCF) tree. Table 2 shows the
simulation setup parameters and its values.
4.1 Identification of verified block listed nodes
The initial step involves the detection of the verified
block listed nodes among the mobile nodes in MANET.
The difference between the normal nodes and the verified
block listed nodes is shown in Figure 3. The blue-colored
nodes are the normal nodes, while the yellow-colored
nodes indicate the verified block listed nodes.
4.2 Detection of selfish nodes
The selfish nodes among the verified block listed nodes
are detected in the second step. The detected selfish
nodes are highlighted in red color, which is shown in
Figure 4.
4.3 Packet delivery ratio
Packet delivery ratio (PDR) is the ratio between the
number of packets transmitted by a traffic source andlisted nodes.
Figure 4 MANET along with selfish detected nodes.
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measures the loss rate as seen by transport protocols,
and it characterizes both the correctness and efficiency of
ad hoc routing protocols. Figure 5 shows the comparison
graph between the existing SCF tree and the proposed
RTBD technique. In this graph, the x-axis represents the
number of nodes and the y-axis represents the packet
delivery ratio in terms of percentage.
4.4 Average packet dropping
The implication of not forwarding the packets or























Figure 5 Packet delivery ratio.problem. So, this analysis addresses this event and gives
higher priority for packet dropping in MANET. The
packet drop rate is observed in the selfish node detection
methods, namely SCF and RTBD. The comparative
analysis with respect to the number of nodes is shown in
Figure 6. In this graph, the x-axis represents the number
of selfish nodes and the y-axis represents the average for
dropping packets.
4.5 Detection rate
Selfish node detection is an important concern in
MANET, so this study fully concentrates the detection of
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Figure 7 Detection ratio.
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is observed by using the RTBD method. Compared to
the SCF method, the proposed RTBD method significantly
increases the detection ratio. The comparative analysis
between the existing SCF and the proposed RTBD
method is shown in Figure 7. In this graph, the x-axis
represents the number of selfish nodes and the y-axis
represents the detection ratio in terms of percentage.
4.6 False positive rate
The false alarm will be differentiated from the overall
selfishness alarm. The detection of this false alarm leads to
better performance in the overall network. The probability
of parameters such as energy, memory space, and CPU
time in packet drop rates is analyzed with respect to the
false alarm rate. The comparison between the existing SCF
and the proposed RTBD technique is shown in Figure 8. In
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Figure 8 False positive rate.nodes and the y-axis represents the false positive rate in
terms of percentage.
4.7 Average latency
Latency is comparable to twice the query time, since
the sender node sends a request and receives an
acknowledgement and then starts transfer from the first
answering node. In this analysis, the latency and the con-
trol overhead are reduced by using RTBD-based selfish
node detection method. Compared to the existing SCF
method, RTBD has significantly lower overhead and
latency. Latency is defined as the average time taken by
the packet to reach the destination node from the sender
node. It differs depending on the location of specific pairs
of communicating nodes. Figure 9 shows the comparative
analysis between the proposed RTBD technique and
the existing SFC technique. In this graph, the x-axis
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Figure 10 Average overhead.
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Figure 10 shows the routing overhead with respect to
the number of selfish nodes. Moreover, heavier load
results in more packet drops in MANET. In this analysis,
the proposed RTBD technique incurs less overhead
than the existing SCF method. In this graph, the x-axis
represents the number of selfish nodes and the y-axis
represents the average overhead.
5 Conclusions
The misbehavior of selfish nodes is a major problem in
MANET. The selfish nodes do not participate in the
routing process, which intentionally delay and drop the
packet. These misbehaviors of the selfish nodes will
impact the efficiency, reliability, and fairness. The selfish
node utilizes the resources for its own purpose, and it
neglects to share the resources to other nodes. So, it
is important to detect the selfish nodes in MANET.
This study proposes a new technique, namely RTBD,
to detect the selfish nodes in an efficient manner.
The suggested RTBD method is an effective method, which
enhances the performance of MANET. It significantly
improves the performance metrics such as PDR and
detection ratio. Moreover, it diminishes the overhead,
latency, and packet dropping ratio. Compared to the exist-
ing SCF method, the proposed method competently detects
the selfish nodes in MANET.
The future enhancement can be done by providing the
security to the neighbor node. This avoids the neighbor
node being compromised by the selfish node.
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